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Privacy Impact Assessment
Under the Freedom of Information and Protection of Privacy Act (FOIPPA), Selkirk College must conduct a Privacy Impact Assessment (PIA) for any new initiatives or when there are significant changes to existing initiatives. An initiative is defined by the Act as an enactment, system, project, program or activity. Find information on the PIA review process.
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[bookmark: _Toc204939826]Part 1: Authority & Project Overview
What is the initiative?
	Briefly describe the system, tool, project or activity in enough detail so that a reader who knows nothing about your work will understand its purpose and who your partners and stakeholders are. Describe what you’re doing, how it works, who is involved and when or how long your initiative runs. 

	[Your response here]








Authority & Initiative Lead
	Note: the accountable authority will be required to sign the approval section at the end of this form 

	Role
	Name
	Title/Dept
	Email

	Accountable Authority
Dean, Director or VP responsible for the initiative and accountable for compliance
	
	
	

	Initiative Lead
Person completing this form and the primary contact for the project
	
	
	


Relevant links or documents
	Provide a URL and/or attach vendor documentation, privacy policies, and security protocols. 

	[Your response here]

	




[bookmark: _Toc204939827]


Part 2: Screening: Is a Full PIA Needed?
	Definitions:
- Personal information: any recorded information that identifies an individual (e.g. name, ID, address)
- Sensitive personal information: if mishandled, could cause harm or distress. (e.g. health info, SINs)
- Sensitive organizational information: could harm the college if disclosed

	Screening Question
	Yes
	No
	Not Sure

	1. Does your initiative involve personal information?
	£
	£
	£

	2. Does it involve sensitive personal information?
	£
	£
	£

	3. Does it involve sensitive organizational information?
	£
	£
	£

	4. Will this information be stored or accessed outside Canada?
	£
	£
	£

	5. Will you use any digital tools, databases or systems to collect, store or manage personal or sensitive information?
	£
	£
	£

	6. If yes to Question 5, has the tool undergone an IT security review?
	£
	£
	£



Declaration (if no personal or sensitive organizational info is involved)
If you answered ‘No” to questions 1, 2 and 3 in Part 2 please complete the declaration below and submit to privacy@selkirk.ca.
	£ I confirm that this initiative does not involve the collection, use, disclosure, or storage of personal information or sensitive organizational information. 

	Signature:



	Name:
	Date:


[bookmark: _How_will_you]
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[bookmark: _Toc204939828]Part 3: Information Handling Details
If your initiative involves personal information or sensitive information (if you answered ‘Yes’ or ‘Not sure’ to question 1, 2 or 3 in Part 2), please complete this section. 
Describe how personal or sensitive information flows through your initiative.
	Break it down into steps. For each step, describe what happens with the information and who is involved. Think about how the information is collected, used, stored and shared (disclosed). 
Tips: 
· If you aren’t sure whether something counts as ‘collection,’ ‘use,’ or ‘disclosure,’ include it anyway; the Privacy Office can help clarify. 
· Add rows as necessary to capture all the steps.
· If you think it will help, please feel free to insert a drawing or flow diagram here or in an appendix.

	Step 
	Describe what happens
	Who receives or accesses the info?
	Type (collection, use, disclosure)

	1
	
	
	

	2
	
	
	

	3
	
	
	

	4
	
	
	


Example steps:
· A student completes an online intake form to request academic support
· The form is stored in a third-party platform hosted in Canada
· Staff review the form responses and assign a contact to the student
· Aggregated data is included in a year-end report to the Ministry
What technical and physical safeguards are in place to protect this information?
	FOIPPA requires that public bodies protect personal information using reasonable security measures. 
Describe any:
· Technical safeguards (e.g. encryption, MFA, secure networks, role-based access)
· Physical safeguards (e.g. locked cabinets, secure buildings, equipment storage)

	[Your response here]






How is access to personal or sensitive information tracked and controlled?
	Controlling access to personal information reduces the risk of misuse or overexposure. Consider staff roles, need-to-know access, executive approval for access and audit logs to see who accesses a file when. 

	Common access control measures (check all that apply)
£ Role-based permissions (only certain roles can view/edit)
£ Audit logs track who accessed records and when
£ Access is reviewed at least annually
£ Access is revoked immediately when a role changes or ends
£ Other: __________________________


Collection Notice
	If you are collecting personal information directly from an individual the information is about, FOIPPA requires that you provide a collection notice (except in limited circumstances). Review the sample collection notice and write your collection notice below. 
Sample: The personal information collected on this form is collected under the authority of section 26(c) of the British Columbia Freedom of Information and Protection of Privacy Act (FOIPPA). It will be used for [INSERT PURPOSES], or for other uses consistent with these purposes. Your information will be protected and used in accordance with FOIPPA. If you have any questions about the collection or use of this information, please contact the Privacy Office at privacy@selkirk.ca.

	[Your response here]





How will you keep the personal information accurate and up to date?
	FOIPPA requires public bodies to keep personal information accurate and complete, and to dispose of it securely when it’s no longer needed.
Please describe:
· Whether individuals can request changes, updates or corrections
· How long you plan to keep the information
Example: Students can update their info by emailing the registrar’s office, which keeps the files for 3 years before deleting them. 

	[Your response here]




Will this initiative create or add to a searchable collection of personal information?
	For example: a database, spreadsheet or filing system organized by same, student ID, email address, or another identifier. 

	£ No             £ Yes – please describe: _____________________


Does your initiative use personal information to make decisions that directly affect an individual? 
	For example: decisions about credentials, admissions, hiring, grades, performance, or discipline. 
If the information will be used to make a decision about an individual, it must be retained for at least one year after the decision and then securely destroyed when no longer needed.

	£ No              £ Yes 
       If yes, please confirm both of the following:
£ I confirm that the information will be retained for at least one year after the decision
£ I confirm the information will be securely destroyed when no longer needed


Will any personal or sensitive organizational information be stored or accessed outside of Canada?
	Check all that apply.  For any answer other than ‘No,’ please proceed to question 12 below. For ‘No,’ please proceed to Part 4. 

	£ No   £ Yes - non-sensitive information only   £ Yes - sensitive personal information 
£ Yes - sensitive organizational information       £ I’m not sure.  


 If any personal or sensitive organizational information will be stored or accessed outside of Canada, please describe:
	Complete this table if any personal or sensitive organizational information will be stored or accessed outside Canada. Include all service providers/vendors and all locations where information may be stored or accessed. 

	Country
	Service Provider
	Who Has Access
	Contract Reference
Please link to contractual measures related to your initiative.

	Security Measures 
What controls are in place to prevent unauthorized access to sensitive personal information?

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	





[bookmark: _Toc204939829]Part 4: Additional Risks 
Are there any risks to personal information in your initiative that have not already been addressed? 
	Describe any additional risks that arise from collecting, using, storing, accessing or disclosing personal information in your initiative that have not been addressed by the questions on the template. Either complete the table below or check here to indicate that this is not applicable to your initiative: 
 £ This is not applicable to my initiative.

	Risk
Briefly describe the issue
	Likelihood
Low, Med, High

	Impact
Low, Med, High
	Mitigation Measures
Planned or existing steps to reduce risk

	
	
	
	

	
	
	
	

	
	
	
	


Does your initiative involve an information-sharing agreement?
	An information sharing agreement is a formal agreement that outlines how personal information will be shared between organizations. This applies when you are regularly sharing personal information with another public body, organization or external partner. 

	£ No          £ Yes
        If yes, please complete and submit the Information Sharing Agreement Supplement.




[bookmark: _Toc204939830]Part 5: Comments & Sign-Off
Complete this section after the initiative details and risk assessment in Parts 1-4 have been reviewed. The comment boxes below are for final notes and clarifications from each role. 
Comments
	Role
	Comments

	Accountable Authority (Dean, Director or VP)
	

	Initiative lead
	

	Privacy Office
	


Signatures
This PIA accurately documents the data elements and information flow at the time of signing. If there are any changes to the overall initiative, including to the way personal information is collected, used, stored or disclosed, the program area will engage with their Privacy Office and, if necessary, complete a PIA update.
By signing, individuals confirm they have reviewed the initiative details and accept responsibility for compliance with FOIPPA and Selkirk College privacy requirements. The initiative lead and accountable authority confirm the information provided is accurate to the best of their knowledge. 
	Role
	Name
	Electronic signature
	Date signed

	Initiative lead
	
	
	

	Accountable Authority (Dean, Director or VP)
	
	
	

	Privacy Office
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